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Abstract Mathematical models based on human neuronal
network behavior have recently become extremely popu-
lar and arouse interest as a solution of various computer
vision problems. One of these models—Convolutional Neu-
ral Network—has been proven to be very efficient for object
recognition problems and resembles principles of visual
processing held by animal visual cortex. In this research,
we propose a new approach to performing steganalysis
on JPEG images using Convolutional Neural Networks.
This approach allows to detect hidden embedding without
computing features of an image predefined by empirical
observations and obtain results comparable to state of the
art methods of JPEG image steganalysis.

Keywords Convolutional neural network · Stegananlysis ·
Image processing

1 Introduction

The goal of passive steganalysis is to detect the hidden
embedding of information in a digital object. Images, espe-
cially in JPEG domain, are one of the most popular type
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of data representation in the Internet, so creating a stegan-
alytical tool that predicts the presence of hidden message
in JPEG images with an appropriate accuracy is a highly
pressing task. The most successful approach for solving this
problem includes two main parts: building representative
image model and applying a machine learning algorithm
to perform classification on characteristics obtained from
that image model. It is worth mentioning that the choice of
image characteristics used for steganalysis almost entirely
determines the quality of classification. The most advanced
and efficient image models (e.g., JPEG Rich Model [1],
CHEN [2], LIU [3], etc.) use statistics of values of DCT
coefficients. In particular, JPEG Rich Model includes joint
statistics over all DCT coefficients and integral joint statis-
tics over the dependent coefficients in the image. However,
using these empirically driven models may imply loss of
information that is useful for detecting hidden embedding
by a steganographic method.

In this paper, we propose a new approach to image ste-
ganalysis that will overcome the problem mentioned above
by using Convolutional Neural Networks (CNN) [4] to
obtain both representative and comprehensive image model
and efficient classifier without precomputing statistical val-
ues of an image.

1.1 Problem Formulation

For the sake of simplicity, let us call the image that is not
being changed by a staganographic algorithm as cover and
the changed one as stego. Let us denote C indicates as a set
of all possible digital objects, M indicates as a set of all pos-
sible messages that could be hidden in digital objects, and
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Fig. 1 Architecture of Convolutional Neural Network

K indicates a set of all possible steganographic keys. Then
the problem of steganographic embedding can be written as
follows:

Embed : C × M × K → C.

Message retrieval is then described as

Extract : C × K → M,

Extract(Embed(c, k, m), k) = m.

Passive staganalysis problem is formally captured using the
mapping:

Detect : C → {cover, stego}. (1)

In other words, mapping Detect(c) can be thought of as a
binary classifier, thus it can be found using wide variety of
machine learning algorithms.

As shown in [5], visual cortex consists of hierarchy of
simple, complex, and hyper-complex cells forming a so-
called visual field; simple cells detect low-level features,
such as lines and edges, whereas complex cells receive
impulses from simple cells and are able to detect more
complicated patterns like shapes. This principle was taken
as a basis for the architecture of CNN model, which has
shown astonishing results in image processing and pattern
recognition.

This model was applied in order to solve the problem
of passive steganalysis, i.e., approximating the mapping 1.
The main goal was to achieve high classification accuracy
without predefining specific image characteristics. This was
achieved by training a CNN to compute significant features
using convolutional layers in contrast to the popular stegan-
alytical approaches that are based on statistical image modal
representation.

2 Materials and Methods

The experiments were run on two image databases: standard
database BOSSbase 1.01 [8] with 10,000 images and realis-
tic Microsoft Coco [9] database with 200,000 images. These
images were converted to the unified format: 256 × 256
grayscale JPEG images with quality factor 0.75. Informa-
tion embedding was performed using nsF5 [10] algorithm
with 0.1 bit per non-zero AC coefficient(bpac).

In order to compare proposed method with the exist-
ing approaches in steganalysis, there was implemented a
program tool for image classification using JPEG Rich
Model and Random Forest [6] algorithm for classification
as reported in [7].

Theano [11] and Keras [12] python libraries were used
in order to define and train a convolutional neural network.
The implemented CNN (see Fig. 1) consists of the follow-
ing parts : two convolutional layers with 32 3 × 3 filters
combined with nonlinear ReLU layers, 2 × 2 MaxPool-
ing layer, 0.25 Dropout layer (drops out 25 % of randomly
selected inputs), Dense (fully connected) layer, ReLU layer,
0.5 Dropout layer, Dense layer with two neurons and a
SoftMax output unit.

Full 256 × 256 matrix of DCT-coefficients of an image
was given as an input to CNN.

3 Results and Discussion

By training the described above convolutional neural net-
work using given images, there was created a steganalytic
classifier that established 98.7 % accuracy on test set, which
is comparable to and even slightly higher than the result
that was shown by classic image statistics based classifier.
Figure 2 represents the ROC curve of the trained CNN on
test set.

Fig. 2 ROC-curve of CNN applied to testing set
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From those results, we conclude that deep learning
approach can significantly simplify the process of creating
a steganalytic tool with no compromise in its efficiency.
Such promising result arouses interest in further research in
this area. In particular, the problem of determining the most
efficient architecture of convolutional network for image
steganalysis needs further investigation.

4 Conclusion

It was shown that using convolutional neural networks for
digital image steganalysis can both eliminate the need to
select a complex image model and allow to obtain high
accuracy in prediction of hidden embedding.
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